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Top Stories 

• Approximately 19,000 DTE Energy customers were still without power June 29 after 
strong winds and rain June 27 knocked out service to 158,000 homes and businesses across 
southeast Michigan. - Detroit Free Press (See item 1 ) 

• All American Pipeline officials reported June 26 that oil from a 101,000 gallon spill in 
May in Santa Barbara, California had spread over 100 miles to Los Angeles County 
beaches. - Associated Press (See item 5 ) 

• A foreign national was charged with allegedly scheming to file hundreds of fraudulent tax 
returns using the stolen identities of thousands of University of Pittsburgh Medical Center 
employees in an indictment unsealed June 26. - Pittsburgh Post-Gazette (See item 18 ) 

• Officials reported June 29 that 2 escaped prisoners from the New York Clinton 
Correctional Facility were found after 1 escapee was found and fatally shot June 26, while 
the second was shot and detained near the Canadian border June 28. - CNN (See item 20 ) 
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Energy Sector 



1. June 29, Detroit Free Press - (Michigan) 19,000 in metro Detroit still without power 
after rain, wind. Approximately 19,000 DTE Energy customers were still without 
power June 29 after strong winds and rain June 27 knocked out power to 158,000 
customers across southeast Michigan. Officials reported that most customers will have 
service restored June 29. 

Source: http://www.freep.com/storv/news/local/michigan/detroit/2015/06/27/power- 
outages-southeast-michigan/294 121 93/ 

2. June 29, Fort Wayne News-Sentinel - (Indiana) Nearly 7,000 Fort Wayne-area 
residents still without power after storm. Indiana Michigan Power (I&M) officials 
reported June 29 that power had been restored to almost 80 percent of its customers 
after a severe wind storm knocked out service to 32,000 customers around Fort Wayne 
June 27. I&M expects the remaining outages to be addressed by June 30. 

Source: http://www.news- 

sentinel.com/apps/pbcs.dll/article?AID=/20150629/NEWS/l 50629746 

3. June 28, Associated Press - (New Jersey) Thousands affected by outages will soon 
have power. About 20,000 southern New Jersey customers were still without power 
June 28 following severe storms that knocked out service to 280,000 customers June 
23, while another storm on June 27 caused about 16,000 additional outages. 

Source: http://pixll.com/2015/06/28/christie-thousands-affected-by-outages-will-soon- 
have-power/ 

4. June 27, KWTX 10 Waco - (Texas) Gas line explosion injures four in Texas town. 
State and Federal regulators are investigating a June 25 4-inch natural gas pipeline 
explosion at a gas booster station in White Deer, Texas that injured 4 workers while 
they were servicing the pipe. 

Source: http://www.kwtx.com/home/headlines/Gas-Line-Explosion-Iniures-Four-In- 
Texas-Town-3 103485 1 l.html 

5. June 26, Associated Press - (California) Report: oil from Santa Barbara spill spread 
to Redondo Beach. Plains All American Pipeline officials reported June 26 that oil 
from a 101,000 gallon spill in May in Santa Barbara, California had spread over 100 
miles to Los Angeles County beaches, including Manhattan Beach near Redondo. 
Source: http://www.orovillemr.com/business/20150626/report-oil-from-santa-barbara- 
spill-spread-to-redondo-beach 
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Chemical Industry Sector 

Nothing to report 
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Nuclear Reactors, Materials, and Waste Sector 



Nothing to report 
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Critical Manufacturing Sector 

Nothing to report 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

6. June 29, U.S. Securities and Exchange Commission - (International) SEC charges 
KKR with misallocating broken deal expenses. The U.S. Securities and Exchange 
Commission charged New York-based Kohlberg Kravis Roberts & Co., June 29 with 
misallocating over $17 million in “broken deal” expenses to co-investors in the linn’s 
private equity funds. The company agreed to pay $28.5 million to settle the charges. 
Source: http://www.sec.gov/news/pressrelease/2015-131.html 

For another story, see item 23 
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Transportation Systems Sector 

7. June 29, WDRB 41 Louisville - (Kentucky) Interstate 71 reopens following fatal 
crash. Interstate 71 in eat Louisville was shut down for more than 4 hours June 29 at 
mile marker 7 due to a fatal 2-vehicle accident that killed one and injured 3 others. 
Source: http://www.wdrb.com/story/29428887/multi-vehicle-fatal-crash-shuts-down- 
northbound-interstate-7 1 

8. June 28, Chicago Tribune - (Illinois) Fatal accident temporarily shuts down 1-80 in 
Morris. A portion of Interstate 80 at mile marker 112 east in Morris was shut down for 
approximately 4 hours June 28 while crews cleared the scene of a 5-vehicle accident 
that killed 1 person and injured 3 others. 

Source: http://www.chicagotribune.com/news/local/breaking/ct-westbound-i80-shut- 
down-in-morris-after-accident-20150628-story.html 

9. June 28, NBC News - (Massachusetts) Three killed when place slams into 
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Massachusetts house. The U.S. Federal Aviation Administration and the National 
Transportation Safety Board are investigating after a small Beechcraft BE36 plane 
crashed into a house in Plainville, Massachusetts, and killed 3 people aboard the plane 
June 28. The house became engulfed in flames and the four people inside the home 
escaped safely. 

Source: http://www.nbcnews.com/news/us-news/three-killed-when-plane-slams- 
massachusetts-house-police-n383486 

10. June 28, Greenville News - (South Carolina) Both lanes reopened after deadly 
tanker crash. Interstate 26 in Spartanburg County reopened June 28 after both lanes 
were closed while crews investigated and replaced a damaged guardrail due to a multi- 
vehicle wreck that killed 3 people and injured 1. 

Source: http://www.greenvilleonline.com/story/news/local/2015/06/27/three-dead- 
fiery-wreck/29392357/ 



11. June 28, KOKI 23 Tulsa - (Oklahoma) Highway reopened after overturned semi 
spilled cattle. Highway 16 in Bristow was closed for approximately 6 hours June 28 
after a semi-truck hauling cattle overturned, causing 40 cows to go loose while 30 were 
trapped inside and 3 died. Crews remained looking for cows that rain away from the 
incident. 

Source: http://www.fox23.com/news/news/local/cow-truck-overturns-dumps- 
cows/nmnJt/ 



12. June 28, Fond Du Lac Reporter - (Wisconsin) Seven injured in Highway 33 collision 
Sunday. Highway 33 in Herman in Dodge County was shut down for more than 2 
hours while crews investigated a crash that involved 3 -vehicles and injured 7 people 
June 28. 

Source: http://www.fdlreporter.com/storv/news/local/2015/Q6/29/seven-iniured- 
highway-collision-sunday/29450965/ 

13. June 28, Honolulu Star-Advertiser - (Hawaii) Kapolei brush fire closes portion of H- 
1 freeway for 3 hours. A small brush fire in Kapolei closed a portion of H- 1 freeway 
June 28 for approximately 3 hours while fire crews responded to the scene. 

Source: 

http://www.staradvertiser.com/news/breaking/20150628 Portion of HI near Kapolei 
closed due to brush fire.html?id=3 10506921 



14. June 27, WFAA 8 Dallas - (Texas) DFW-bound flight diverted to non-commercial 

airport. A Delta Air Lines flight from LaGuardia Airport in New York to Dallas/Fort 
Worth International Airport was diverted to Majors Airport in Greenville, Texas, June 
26, after running low on fuel as storms blew into North Texas. Crews were called in to 
refuel the aircraft and the flight continued to Dallas/Fort Worth about 3 hours later. 
Source: http://www.wfaa.com/story/news/local/2015/06/26/dfw-bound-flight-diverted- 
to-non-commercial-airport/2937 8001/ 
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Food and Agriculture Sector 

15. June 27, U.S. Department of Agriculture - (National) Grand BK Corp. recalls 
Goodies by Nature Raw Cashews, new wt. 9oz because of possible health risk. 
Grand BK Corp., of Maspeth, New York is recalling 450 cases of Goodies Cashew 
Raw packaged in 9-ounce clear plastic tubes due to potential salmonella contamination 
June 27. The products were shipped to “H Mart” retail stores nationwide. 

Source: http ://w w w.fda. gov/S afety/Recalls/ucm453006 .htm 

16. June 26, U.S. Food and Drug Administration - (National) H-E-B issues voluntary 
recall H-E-B hamburger and hotdog buns and Hill Country Fare hotdog buns 
recalled for quality issues. All product on the shelf as of Friday June 26 th is not 
included. The U.S. Food and Drug Administration reported June 26 that H-E-B is 
voluntarily recalling H-E-B brand hamburger and hotdog buns and Hill Country Fare 
hotdog buns due to potential foreign material contamination that may impact the 
quality of the product. Products with the expiration date from July 2 - July 4 were 
affected. 

Source: http://www.fda.gov/Safety/Recalls/ucm452997.htm 
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Water and Wastewater Systems Sector 

See item 5 
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Healthcare and Public Health Sector 

17. June 27, Myrtle Beach Sun News - (South Carolina) HCFR ambulance involved in 
crash while transporting patient, injuries reported. A cardiac patient and medic 
crew were transported to Grand Strand Regional Medical Center with injuries after a 
Horry County Fire and Rescue ambulance was involved in a 2-vehicle car crash on the 
U.S. 17 Bypass June 27. Officials are investigating the cause of the accident. 

Source: http://www.mvrtlebeachonline.com/news/local/article25658308.html 

18. June 26, Pittsburgh Post-Gazette - (International) Foreign national indicted on 
charges of defrauding IRS in UPMC data breach. The U.S. attorney’s office 
announced June 26 the indictment of a foreign national for allegedly taking part in an 
international scheme to file hundreds of fraudulent tax returns using the stolen 
identities of thousands of University of Pittsburgh Medical Center employees. 
Prosecutors claim at least three others were involved in the conspiracy, and the 
investigation is ongoing. 

Source: http://www.post-gazette.com/local/region/2015/06/26/Venezuelan-indicted-on- 
charges-of-defrauding-IRS-in-UPMC-data-breach-pittsburgh/stories/201 506260267 
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Government Facilities Sector 

Nothing to report 
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Emergency Services Sector 

19. June 29, Associated Press - (North Carolina) Escaped North Carolina Inmate 
recaptured. North Carolina officials reported that an escaped murder convict from the 
Brown Creek Correctional Institute was captured June 29 after escaping the facility 
with the help of a kitchen worker June 27. Investigators received calls from citizens 
who recognized the prisoner walking and police crews detained the culprit. 

Source: http://www.officer.com/news/14023446/escpaed-north-carolina- inmate- 
recaptured 

20. June 29, CNN - (New York) Source: former prison escapee says he planned to go to 
Mexico. Officials reported June 29 that 2 escaped prisoners from the New York 
Clinton Correctional Facility were found after 1 escapee was located and fatally shot 
June 26, while the second escapee was traced 2 miles south of the Canadian border, 
where police shot and detained the man June 28. Authorities plan to investigate the case 
further. 

Source: http://www.cnn.com/2015/Q6/29/us/new-york-prison-break/index.html 

21. June 26, Huntsville Item - (Texas) Murder suspect who fled U.S. in custody. A 
murder suspect was detained in Venezuela and sent to Houston, Texas June 25 after 
avoiding Federal prosecution for more than 7 years for allegedly murdering his 
pregnant girlfriend in 2008. 

Source: http://www.officer.com/news/14021160/murder-suspect-who-fled-us-in- 
custody 
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Information Technology Sector 

22. June 29, Securityweek - (International) Security firm discloses details of Amazon 
Fire Phone vulnerabilities. MWR InfoSecurity released details on three recently 
patched Amazon Fire Phone vulnerabilities, including flaws in the Certlnstaller 
package that can allow third party applications to install digital certificates to intercept 
encrypted traffic via man-in-the-middle attacks, and an issue with the Android Debug 
Bridge (ADB) in which an attacker could bypass the lock screen, steal information, add 
and remove applications, and access a high privilege shell on the phone. 

Source: http://www.securitvweek.com/securitv-firm-discloses-details-amazon-fire- 
phone-vulnerabilities 
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23. June 29, Help Net Security - (International) Hackers are exploiting Magento flaw to 
steal payment card info. A security researcher from Sucuri Security discovered that 
attackers are actively exploiting a flaw in eBay’s Magento platfonn to steal users’ 
billing and payment card information by injecting malicious code into Magento ’s core 
file. Researchers are investigating the attack vectors to identify the vulnerability. 
Source: http://www.net-securitv.org/secworld.php7idM8565 

24. June 29, Softpedia - (International) LG’s Update Center app fails to check server’s 
SSL certificate, MitM risk. Security researchers from Search-Lab discovered a 
vulnerability in LG’s Update Center application on Android phones in which an 
attacker could exploit the fact that the app does not check the secure sockets 
layer/transport layer security (SSL/TLS) certificate of the update server to execute a 
man-in-the-middle (MitM) attack and install arbitrary applications on the device. 
Source: http://news.softpedia.com/news/lg-s-update-center-app-fails-to-check-server-s- 
ssl-certificate-mitm-risk-48555 1 .shtml 

25. June 29, Securityweek - (International) Flash player flaw used by APT3 group 
added to Magnitude exploit kit. A French security researcher discovered that an 
exploit for a recently patched Adobe Flash Player heap buffer overflow vulnerability, 
leveraged by the APT3 threat group has been added to the Magnitude exploit kit (EK). 
Source: http://www.securitvweek.com/flash-plaver-flaw-used-apt3-group-added- 
magnitude-exploit-kit 

26. June 26, IDG News Service - (International) Samsung will stop blocking Microsoft 
software updates ‘within a few days’. Samsung reported that users will be receiving a 
patch through the Samsung Software Update notification process to revert back to 
restore default Microsoft Windows Update settings, after a security researcher 
discovered that the company had disabled Windows Update to de-conflict with its SW 
Update service. 

Source: http://www.networkworld.com/article/2941553/samsung-will-stop-blocking- 
microsoft-software-updates-within-a-few-days.html#tk.rss all 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

See items 22 and 24 
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Commercial Facilities Sector 



1. June 29, WNWO 24 Toledo - (Ohio) Chemical spill prompts evacuation at Menards 
in Oregon. Officials reported that a chemical spill at Menards in Oregon, Ohio 
prompted the evacuation and closure of its facility after a worker spilled pool shock on 
the ground, sending two employees to area hospitals June 28. The facility plans to 
reopen June 29. 

Source: http://www.nbc24.com/news/storv.aspx?id=1223646#.VZFpXflVhBc 

2. June 29, Associated Press - (Arizona) Apartment complex fire forces evacuation of 
dozens of units. Phoenix authorities reported June 29 that a fire at Camelback 
Apartments displaced 40 residents after starting in a laundry room and damaging 84 
units. Fire crews contained the incident and the American Red Cross is assisting the 
displaced residents. 

Source: http://azdailvsun.com/news/state-and-regional/apartment-complex-fire-forces- 
evacuation-of-dozens-of-units/article ee526f94-dee5-5adl-b6e8- 
7d5deaf97767.html?comment form=true 

3. June 29, KSWB 69 San Diego - (California) Firefighters knock down garage fire in 
North Park. Twenty firefighters extinguished a June 29 garage fire in San Diego that 
left $100,000 in damages to the garage and the contents inside. The cause of the fire is 
unknown and an investigation is ongoing. 

Source: http ://fox5 sandiego .com/20 1 5/06/29/firefighters -battle-house-fire-in-north- 
park/ 

4. June 29, Tampa Bay Times - (Florida) After apartment fire destroys Largo families’ 
homes: ‘I’m just glad we’re out’. A June 29 fire at the Oak Ridge Apartment 
complex in Largo, Florida prompted the evacuation of 3 apartment units and heavily 
damaged the complex. Fire crews contained the incident and no injuries were reported. 
Source: http://www.tampabay.com/news/publicsafety/fire/largo-apartment-complex- 
evacuated-after-fire/2235442 

5. June 28, WKYT 36 Lexington - (Kentucky) Carbon monoxide detected in Lexington 
hotel, everyone evacuated. Several guests at the Lexington Hotel in Kentucky were 
evacuated June 28 after traces of carbon monoxide were detected. Fire crews responded 
to the incident and are waiting for Columbia Gas to clean the area. 

Source: http://www.wkyt.com/home/headlines/Carbon-monoxide-detected-in- 
Lexington-hotel-everyone-evacuated-3 105 14041 .html 

6. June 28, WBRC 6 Tuscaloosa - (Georgia) Hall County convenience store damaged 
by fire. An Exxon Foodmart in Gainesville, Georgia sustained extensive damaged June 
28 after a fire began in a back office of the store. No injuries were reported and fire 
crews contained the incident. 

Source: http://www.mvfoxal.com/storv/29428156/hall-countv-convenience-store- 
damaged-by-fire 
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Dams Sector 



1 . 


June 28, Wisconsin State Journal - (Wisconsin) Failure of historic dam causes pond 
to drain in Kettle Moraine. The Wisconsin Department of Natural Resources (DNR) 
reported June 26 that a dam that formed a trout point at Paradise Springs in Kettle 
Moraine Forrest failed because water undermined the control structure of the dam, 
causing water to drain from the pond. DNR is evaluating the dam’s future and is 
considering temporary repair, complete replacement or abandonment of the dam. 
Source: httD://host.madison.com/wsi/news/local/failure-of-historic-dam-causes-Dond- 
to-drain-in-kettle/article af0a6873-5526-5baf-9c0f-02ca3c63a45 1 .html 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US -CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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